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12 .- INTRODUCTION
.. -~ The iIKeepSafe Digital Citizenship C3
"~ Matrix™ is designed to assist educators in
.. integrating the concepts of cyber-safety,
~ cyber-securnity, and cyber-ethics (C3) into
: - existing technology and literacy standards
7% and curricula Based on the C3 Framework
created by education and technology expert
. Davina Pruitt-Mentle, Ph.D.. the C3 Matrix
i - . takes a holistic and comprehensive
approach to preparing students for 21st
century digital communication. Competency

- levels for €3 concepts are divided into three -
. levels basic, intermediate. and proficient,

Cyber-safety, Cyber-security, Cyber-ethics, (C3) Digital Literacy Skills

The vision guiding the iKeepSafe Digital Citizenship C3 Matrix springs from
the vision of Eleanor Roosevelt and the ancient Greeks that the true
purpese of education is to produce citizens. All students must have the
awareness, knowledge, opportunity and resources te develop the C3 skills
required for full participation as informed, responsible, ethical and produc-
tive citizens, The C3 Matrix provides educators with guidance regarding
cyber-safety, security, and ethics principles that all students should know
and be able to apply independently when using technology, technology
systems, digital media and information technology, including the Internet.

Although C3 concepts are presented here as separate categories, they are
not distinct and/or separable; they are, in fact, interrelated and should be
considered as a whole. These principles should be embedded systemically
throughout students’ K-12 experience, not taught in isolation, and should be
applied when meeting learning outcomes in the content areas. They can
also be used as a companion and supplement to the various technology
literacy standards for students created by ISTE, AASL, AECT, and cthers.

The three competency levels outlined in the C3 Matrix are not identified by

grade level; rather, they represent progressive levels of cognitive complexity
at which youth should be expected to understand and practice. The levels
were developed utilizing Bloom's Taxonomy of Educational Objectives (2001
revised edition), a hierarchy of six progressively complex cognitive processes
that learners use to attain objectives or perform activities. Bloom’s Taxonomy,
the preferred system for articulating program objectives, categorizes cognitive
skills by increasing order of complexity. From least to most complex these
are: remembering, understanding, applying, analyzing, evaluating,
implementing, and creating.

This taxonomy aids curriculum developers, policy makers and instructional
designers in better defining the desired learning level of a target audience
and then developing an appropriate design that will help the learner achieve
desired learning goals. Additionally, this faxenomy aids in crafting behavioral
assessment instruments. .

What follows is a theoretical framework that can be used fo inform a national,
regional, or local agenda. It uses three dimensions, based on pracical
circumstances and experiences with educating students and teachers, with

Anderson, L. W, & Krathwohl, D. R. (Eds.). (2001). A taxanomy for learning, teaching and assessing: A revision of Bloom's Taxonemy of educational objectives: Complete adition,

New York : |Longman.



input from multiple stakehelders including parents, students, educators,
technology cocrdinators, media specialists, curriculum resource teachers,
Internet safety experts, and indusiry security specialists. While C3 subject
areas have common ground, they also have significant content that is
distinct and important in discussing on an individual basis.

Cyber-safety

Cyber-safety addresses the ability to act in a safe and responsible
manner on the [nternet and other connected environments, These
behaviors protect personal information and reputation and include
safe practices to minimize danger from behavioral-based, rather
than hardware/software-based, problems.

Cyber-security

Whereas cyber-safety focuses on acting safely and responsibly,
cyber-security covers physical protection {both hardware and
software} of personal information and technology resources from
unauthorized access gained via technological means. Cyber-
security Is defined by HR 42486, Cyber Security Information Act
(2000} as "the vulnerability of any computing system, software
program, or critical infrastructure to, or their ability to resist,
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intentional interference, compromise, or incapacitation through the
misuse of, or by unauthorized means of the Internet, public

or private telecommunications systems, or other similar conduct
that violates federal, state, or international law, that harms
interstate commerce of the US, or that threatens public health or
safety.” In contrast, mast of the issues covered in cyber-safety are
steps that one can take to avoid revealing information by “social”
means.

Cyber-ethics

Cyber-ethics is the discipline of using appropriate and ethical
behaviors and acknowledging moral duties and obligations
pertaining to online environments and digital media.

Cyber-safety, security, and ethics cannot be stagnant, because
technologies are dynamic and ever changing. For example, cyber-ethical
issues are experiencing vast transformation as a result of factors driven by
the multi-media aspects of cell phones and the immense reservoir of
infarmation on the Internet. It is essential that educators have fools for
technology education that are also dynamic and evolving, The C3 Matrix
provides these tools for teachers and administrators—and the students
they teach.
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%,@@ @.EJE C3 MATRIX

C3 Framework
Promoting Responsible Use

I. Cyber-Ethics

Students recognize and practice responsible and appropriate use while accessing, using, collaborating, and creating technology, technolegy systems,
digital media and information technelogy. Students demonstrate an understanding of current ethical and legal standards, the rights and restrictions that
govern technology, technology systems, digital media and information technology within the context of today’s society. Students will:

A. Understand and follow acceptable polices (school, home and community), and understand the personal and societal consequences of inappropri-
ate use.

B. Demonstrate and advocate for ethical and legal behaviors among peers, family, and community.

Practice citing sources of text and digital information and make informed decisions about the most appropriate methods for avoiding plagiarism.

Make ethical and legal decisions while using technology, technology systems, digital media and information technology when confronted with

usage dilemmas.

Exhibit responsibility and Netiquette when communicating digitally.

Recognize the signs and emotional effects, the legal consequences and effective solutions for Cyberbullying.

. Recognize appropriate time and place to use digital tools, techniques and resources.

Understand the impertance of online identity management and monitoring. Advocate others te understand the importance of Online Reputation

Management.

go

ITemm

Il. Cyber-Safety
Students practice safe sfrategies to protect themselves and promote positive physical and psychological well-being when using technolegy, technology
systems, digital media and information technology including the Internet. Students will:

A. Recognize online risks, to make informed decisions, and take appropriate actions to protect themselves while using technology, technology
systems, digital media and information technology.

B. Make informed dacisions about appropriate protection methods and safe practices within a variety of situations.

C. Demonstrate and advocate for safe behaviors among peers, family, and community.

Ill. Cyber-Security
Students practice secure strategies when using technology, technology systems, digital media and information technology that assure personal protection
and help defend network security. Students will:

A, Recegnize online risks, make Informed decisions, and take appropriate actions to protect themselves while using technology, technology
systems, digital media and information technology.

B. Make informed decisions about appropriate protection methods and secure practices within a variety of situations.

Demonstrate commitment to stay current on security issues, software and effective security practices.

D. Advocate for secure practices and behaviors among peers, family, and community.

o

Pruitt-Mentle, D. (2000). The €3 framewark: Cyberethics, cybersafety and cybersecurity implications for the educational setting. C3 is a trademark
registered with ETPRO. Materials can be used for educational and nan-profit use. For other uses, contact Davina Pruitt-Mentle, dpruit@umd.edu.
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AUGMENTED

Technology Literacy Standards for Students

This graph is designed to help educators see how C3 concepts (cyber-safety, cyber-security, and cyber-
ethics) can be integrated into existing standards. A teacher or technology coordinator may refer back to
the C3 Matrix for ways to address safety, security, and ethics while teaching concepts from the national

standards.

How eontent addresses:
e ISTE/NETSsS Standards
e  AASL Standards for the 21% Century Learner
*  AASL/AECT Information Literacy Standards for Student Learning
*  iKeepSafe Digital Citizenship C3 Matrix
s 21" Century Framework.

Activity/Module:

* Completion of any activity does not certify competency in the identified area; however, it will contribute to development of the competency

ISTE/NETS*S Standard and Indicatars Addressed In EXAMPLE
Outcomes this actlvity
1. Creativity & Innovation Students:
a.  apply existing knowledge to generate
Students demonstrate creative new ideas, products, or processes O Yes
thinking, construct knowledge, and b.  create original works as a means of O we
develop inncvative products & personal or group expression
processes ¢.  use models and simulations to explore
AASL1.1.1,1.21,1.23.,21.1., complex systems and issues
2.1.6.,2.2.4.,4.1.5.,4.1.8. d.  identify trends and forecast possibilities.
AASL/AECT 1.3, 3.2, 3.3, 5.3,
iKeepSafe €3 Matrix
21"1.1, 1.4, 2.4, 2.5, 3.1,
2. Communication and Students:
Collaboration a.  Interact, collaborate, and publish with
Students use digital media and peers, experts, or others employing a O Yes
environments to communicate and variety of digital environments and [ ne
waork collaberatively, including at a media.
distance, to support individual b.  communicate information and ideas
learning and contribute to the effectively to multiple audiences using a
learning of others. variety of media and formats.
AASL1.1.9,13.2,134,214., ¢.  develop cultural understanding and
215, 2.2.4,23.2,311.3.1.2, global awareness by engaging with
3.1.4.,321,323,331, learners of other cultures.
3.3.2,3.4.3.4.21.,43.1.,4.4.4, d.  contribute to project teams to produce
AASL/AECT 3.4, 5.3,9.1,9.2,9.3, original works or solve problems.
9.4,7.1,
C3 Conceptual Framework
21%1.2,1.3,3.1,4.1,4.2,43,8.1,
8.2,10.1, 10.2, 10.3,
3. Research and Information Students:
Fluency a. planstrategies to guide inguiry.
Students apply digital tools to b. locate, organize, analyze, evaluate, O ves
gather, evaluate, and use synthesize, and ethically use information | [] Ne
information from a variety of sources and media.
AASL1.1.4,1.15,1.16,1.1.7,2,11,, €. evaluate and select information sources
2.1.2,223,2.24.,3.11,3.14, 34,4126, and digital tools based oh the
o appropriateness to specific tasks.
A ARCTHE2 A eSS N2 S RO d. process data and report results,

3.1,4.1,4.2,6.1,

iKeepSafe C3 Matrix

21" 2.4,2.5,51,5.2,6.3,7.1,7.2,11.2,
123




4, Critical Thinking, Problem
Solving and Decision Making

Students use critical thinking skills
to plan & conduct research, manage
projects, solve problems, and make
informed decisions using
appropriate digital tools &
resources

AASL1.1.1,1.1.3,1.1.4.,1.2.2,
1.2.4,1.3.2,, 2.1.3.,3.1.4,, 3.2.3,
33.4,4.23.

AASL/AECT 6.2,

iKeepSafe C3 Matrix
21%2.1,2.2,2.4,2.54.1, 4.2,8.1,
8.2,9.4,9.5,

Students:

a. identify and define authentic problems
and significant questions for
investigation.

b.  plan and manage activities to develap a

solution or complete a project.

collect and analyze data te identify

solutions and/or make informed

decisions.

d. use multiple processes and diverse
perspectives to explore alternative
solutions.

o

5. Digital Citizenship

Students understand human,
cultural, and social issues related
to technology & practice legal and
ethical behavior
AASL1.3.1.,1.3.3,1.3.5,23.3,
3.16.,3.2.2.,3.3.7,,4.3.4,,4.43,,
44.4,4.4.5.
AASL/AECT 8.1,8.2,83,7.1,
€3 Canceptual Framework
21%4.1,4.2,43,5.2,6.2, 6.3, 7.2,
9.6, 10.1, 10.2, 10.3, 12.3

Students:

a. advocate and practice safe, legal, and
responsible use of infermation and
technology.

b.  exhibit a positive attitude toward using
technology that supports collaboration,
learning, and productivity.

¢.  demonstrate personal responsibility for
lifelong learning.

d. exhibit leadership for digital citizenship.

6. Technology Operations &
Concepts

Students demonstrate a sound
understanding of technology
concepts, systems, and operations
AASL1.18,214.,34.2,
C3 Conceptual Framework

Students:

a, understand and use technology systems.

b.  select and use applications effectively
and productively.

¢.  troubleshoot systems and applications.

d.  transfer current khowledge to learning
of new technologies.

|:| Yes

[:lNo

Correlation of the ISTE/NETeS & AASL/AECT, 21% Century Framework and €3 Matrix

RASL T mamAEC Addrasaed | G | TR Csney P Aadesed
Addressed ) : ] g : : e
1;3413{345-5«{7;;91 ISTE/NETS*S A T2]3lal5)6)7({878) 20} 15227

: : T T Standards Cyberethics l 3 |
)1-. - b, b l b P
£l [HER o L4
X[ x| [*]%] %] Tx[%]x I Creawaty B Fonowaton | % EREIE
X[ x{x|x X 1 ®i 2 Communication & ik ..X
i b | Coliaboration N
X[ %] X | 3 Reseach & X
" Informaton Fluency
x| % x | 4 Cntical Thinking, % :
i , Problem: Solving and ;
; Decision Making {
. i _
Xixix 1 5. Dugital Citizenship X : ] x_i f(}
N, '-u e T ‘ _,..-.|_.4_.‘,L A ..ﬁ.'_{,-.“q;;ug . A il ]
X {1 it SRl i ! & Technology e ) ' [ o = "“’?"‘
a4 sk 4 1| Operanions & Concepts i ] h i E i 4

@ Intarnet Keap Safe Coalilion 2009. All rights reserved. Educational

NETS+S -Edugational Technology Standards and Performance Indlcators for Students: hitp /fwww.iste or
ldivs/aasliaasiproftuols/leamingstanda n: _gfm

AASLIAECT - hitpifwww ala ora/alaimarps/divs/aaslaasiproftoclsfinformationpowerfinformationLiterscyStandards final.pdf

fhwnaaw ilis orgfindex.ph

Murmerical ordering of skilifdefinitions are 2ssigned for brevity within table format.

AASL - hitp:/fwww. aila

Partnership for 21* Century Shills hitp:# 1slcentu

NETS for Siudents: National E

ki

Technelogy
reservad.

htentMavj

?ltemid=120&id=254 &option=com confent&task=view

nts 2007 him

Technology Policy, Research and Outreach. For information contact Davina Pruiti-Mentle, Ph.D. - (410) 531-3910 — gpruitt@umd.edu
UANE TS/ ForStudents/2007 Slandards/NETS for Sh

for Sludents, Second Edition, ® 2007, ISTE® (Intematicnal Saciety for Technology in Education), wwew. |STE org<hilp:iwwwisie.org>. All rights




